
 

VALIDATA USER GUIDE 

 

Validating Data 

When logged in, click on the Upload Files button on the main menu. Confirm that the 

selected CIP is correct and confirm the template against which you want to data to be 

validated. 

1. Browse for Files: Select Choose Files to browse for files to be uploaded. 
 

The system will open a window to browse for the files you want to validate. Once you’ve 

selected the files that need validation, click on “Open/Add” to add the files to the list 
 

Common Issue: Permissions: If you get the error “Unauthorized, you are not authorized to access this page”, 

Please ensure that the user uploading files has got the “CIP Uploader” role. See the User Permissions section 

for more details on applicable permissions. 



File Name Validation 

Upon selecting add/open, the selected files will be added to the grid as seen below. Any file 

name that does not meet the File Naming Convention will get rejected at this point with a 

reason provided under the Detail Column. 
 

When a file naming error occurs, you can: 

1. Clear the list of files and browse for another set of files with the correct file names. 

2. Select [Tick the square box] only the files that passed the file name check (in green) 

and ignore any of those that filed validation. 

 

 

2. Select Files: Select the files with an “OK” on the Detail field as shown below 
 

3. Upload Files: When ready, click on the green Upload Button (Select OK on the Upload 

confirmation Dialog box) and then verify that all uploads have completed successfully 



 

The system shows a progress bar of the upload with colour coding. Green indicating success, 

red signalling failure. 

Once files have been uploaded to the system, the validation engine picks up the file in the 

background. To see this in progress or see the result of the validation, navigate to the View 

Files Screen. 



View Uploaded Files 

To view files that have been uploaded to the system, navigate to the “View Files” button on 

the menu to the left. 
 

The view shows each file and the outcome of the validation. Files that have passed validation 

have a green validated status and this can be submitted to the CRBs. 

The list of validation status captured by the system are: 

1. Unprocessed: File has been uploaded to the system, but the validation engine has not 

started validating it yet 

2. Validating: File is currently being validated 

3. Validation Failed: Validation failed due to a critical (system or file) error. 

4. Cancelled: The user cancelled the validation 

5. Submission Threshold: The file validated successfully but it does not meet the 

validation threshold set for that file type. 

6. File Processing Error: An unknown error occurred during file validation. 

 

 

Validation Process 

File validation takes place as a background service. This means that once a user has uploaded 

a file, the file is added to a queue and validated in the background. This process does not need 

any user intervention. 

The system auto updates the screen every 5 seconds which allows a user to see the latest 

validation status. This comes in handy when one is validating a big file that might run for 

several minutes. 

The system also provides for a manual refresh button to the right of the page that a user can 

click to check for the latest status. 



 
 

Note: A file cannot be validated twice. If a user wants to validate a file again, they must upload the file via the Upload File view. 

 
 

 

Filtering Uploaded Files 

The system supports a range of filters to allow a user to narrow down on specific files. One 

can filter by the date the file was uploaded, the file type, load period, file version to name a 

few examples. 
 

To revert to an unfiltered view, click on the Reset button to clear the filter. 

 

 

File Submission 

Files that have completed validation and they meet the submission threshold are candidates 

for being uploaded to the CRBs. 

To submit a file: 

1. Select all the CRBs that you want to submit the file to, 

2. Select the all the files that you want submit to the selected CRBs 

3. Click on the Submit button. 



1. Select CRB: Select the CRB that you want to submit the data to 
 

2. Select Files: Select the files to be submitted. 
 

Note: Only files with a green “Validated” status in the Validation Status Column can be submitted to a CRB. 

To submit, click on the Submit button to initiate file submission. 

Submission Process 

The submission takes place as a background service. This means that once a user has clicked 

on submit, the files are added to a queue and are processed in the background and do not need 

any user intervention. 



 
 

 

Viewing Submitted Files 

To view submitted files and the status of the submission, navigate to the Submissions link on 

the Main Menu on the left. 
 

 

 

Failed Submissions 

If a file fails to be submitted to the CRB, an appropriate entry is logged with a red indicator 

showing that the file failed. In most cases, there will be an accompanying error message 

stating why the submission failed. 



 
 

 

Detailed Submission Information 

The system logs each process of submission to allow for comprehensive audit of this crucial 

leg of the credit information sharing mechanism. To view this information, double click the 

file and navigate to the Submission Status tab. 
 

The top part of the view shows a summary of the CRB’s that the file was sent to and the 

status per CRB. 

The bottom section details the submission process and logs any errors that were captured 

during the submission. In the sample case above, the system was unable to upload the file to 

Demo CRB and the error captured was that the Destination API i.e., the Demo CRB API had 

an internal error. In this example, contacting the CRB would be the best cause of action. 

 

 

Submission Error Message 



To see the error associated with the failed submission, hover your mouse over the failed 

submission. The system will display a pop up showing the error message. 

This error message can be seen in both the detailed submission status view and on the landing 

page that shows all the submitted files. 
 

 

 

 

Note: The error message might be technical in nature and if necessary, liaise with the in-house system 

administrator, the CRB support officer or CISK Kenya support team to get an explanation of what the error 

message means. 

 

 

Resubmit Failed Submission 

The top section of the detailed submission information allows one to retry submission of a 

file that failed to submit in the first place. 

Clicking on the retry submission places the file back in the submission queue. 



 

All retries for submission are also logged in the detailed view of the submission status view. 

 

 

Auto Retry Submission 

The submission engine is set to try submitting the file 5 times as seen in the example below. 
 

Instances where the submission engine does not retry submission are when the error received 

from the CRB API indicates: 

1. Authentication Error 

• This would indicate that the CRB does not recognize the party submitting the 

file. 

2. Submission conflicts 

• A technical error thrown in the case of a CRB is validating for conflicting file 

records. 

All other failed submissions will be attempted 5 times. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Viewing Error Logs 

 

The system generates error logs for files that have been validated. The only file without error 

logs is a file with a 100% success rate. To view the error logs, navigate to the Error Logs link 

on the Main Menu. 
 

The table shows a list of all files uploaded and validated by the system. To access an 

individual file’s error log, double click on the file. 

 

 

File Overview Tab: 

The first tab shows a quick summary of the file. 
 

 

 

 

 

 

Error Log Detail Tab: 

This view lists all the error logs captured by the system during validation of the file. 



 

The premise of the error log is that a user would then use the information presented to go 

back to the core source system (Core Banking System, CRM, Loan Management Systems 

etc.) to fix the error and regenerate the data. 

To assist with this source-data clean up, the error log presents: 

1. Column name and row number of the failed record 

2. An account number for data files that have an account number. 

3. The enforcement code that has been violated and the error message accompanying the 

violated enforcement code. 

4. The value supplied that has violated the enforcement code. 



Detailed File Status 

The File Status tab shows the various file status that the file went through from the point of 

upload to either successful validation or failed validation. 
 



ADMIN GUIDE 

System Setup 

Setting up the system involves going through a guided setup process that should take less than 

5 minutes to complete. 

Accessing the System 

If you are running the system from a Server Environment (e.g. VMWare ESXi, Microsoft 

HyperV, Oracle Linux KVM, Citrix XenServer, etc.), you will need to get the application 

URL published by your server/network administrator after they have deployed the system. 

If you are running the system from your standalone computer, laptop, or VirtualBox, you can 

access it via https://localhost:19001. In this case, the VM uses NAT mode, where it shares the 

host’s IP address to connect to the internet but is only accessible from the host machine. 

Alternatively, you can configure the VM to use a Bridge Adapter, where it receives its own 

IP address from the network (like another computer). In this mode, the system is accessible 

using https://<VM-IP>:19001, for example, https://192.168.1.50:19001, allowing other 

devices on the same network to access it directly. 

 

 

1. Access Home Page: The first time you access the application, you’ll be greeted by the 

page below: 
 

 

2. Begin Setup: Enter the credentials you received from the email (Subject: ValiData CIP 

Setup Instructions) from CIS-Kenya and click on Begin Setup button: 
 

 

Common Issue: Invalid Login Credentials: Make sure you’ve entered the setupotp exactly as it was sent to you. 

Preferably, copy paste what you received. Under SetupEmail, please confirm that you are entering the email 

address that received the OTP 



Depending on your internet connection, the system might take a few minutes to complete 

setting up. If setup is successful, you will see the message below. Click on the Verify Email 

button to proceed: 
 

 

3. Verify Email: In the page that follows, enter the Token that you received on email 

(Subject: Complete Registration on CISK-ValiData) Click on Verify Email to proceed. 
 

 

 

 
Common Issue: Getting an error stating “Invalid or Expired Account Registration Token”. The token expires 

after 30 minutes if unused. If this occurs, the system will prompt you to enter your email again to receive a new 

token on email (Subject: Complete Registration on ValiData (Resent). Else you can go back to home page and 

click on Verify Email button again 
 



4. Set Password: The system will prompt you to enter your preferred password. Enter a 

strong password on both fields and click on Set Password: 
 

 

 

5. Login: The system will then prompt you to login using the email address you just 

entered in Step 2 and the password you set in step 4. 
 



User Management 

The system allows a CIP Admin to add users and manage their roles. For other users, this 

view is read only. 
 

 

Permissions in ValiData are managed in the form of roles. There are 4 roles available. 

1. CIP Admin 

2. CIP Uploader 

3. CIP Submitter 

A single user can have all 4 roles assigned to them. 

 

 

1. CIP Admin: This role has the administrative permissions on the system. This role is 

limited due to the extensive permissions they have on the system. 

2. CIP Uploader: This role can be assigned to any user who is required to upload data for 

validation 

3. CIP Submitter: This role can be assigned to a user who needs to submit files to the 

CRB. 

 

 

Add User 

To add a user, click on the Add User button on the top left of the view. Fill in the required 

details and click on Submit. 
 

 

The new user is added to the system and can be seen on the grid. The user would need to go 

through the user activation process for them to become active. 



 

Activating a New User 

The created user will receive an email (Subject: Complete Registration on ValiData). This 

email will contain an email verification token which they should enter on the login screen. 
 

 

 

Verify Email: 

The system will guide you to the Email Verification Screen as Below 
 



Enter the received token and click the Verify Email button. 

 

 

Set Password: 

If the token is validated successfully, the user will then be asked to set a password as below: 
 

 

 

If the user successfully sets their password, they’ll be redirected to the login screen 

 

 

The new user’s details on the User List will now appear as Active and their email is verified. 
 

 

Add Role 



To add a user role, clock on the green +Role button next to the user entry. 

 

Select the role you’d want to assign and click on the Submit button to set the role. 

 

The new role will now be visible on the updated user grid. 
 

 
 

 

Remove Role 

To remove a role from a user, click on the red Remove button next to role 



 

Selecting the Ok button will see the role removed from the user. 
 

 

Delete User 

If the instance where deletion of a user is necessary, clock on the red Delete button to delete 

the user. 
 

 

The system will prompt the logged in user to enter a reason for deleting the user. Once the 

reason is entered, click on Submit Button to complete the deletion. 
 

 

The user gets deleted and is no longer visible on the updated user grid. 



Note: The users do not get purged out of the database. They are deactivated and can no 

longer be able to access the system again. 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Validation Templates 

The Validation Templates view allows one to see the published Validation Templates and the 

various enforcements applicable. This view is read only for the CIP. 
 

 

 

To view details of a template, double click on the entry in the list. 

Summary Tab 

This shows a summary of the template details 



 

Enforcement Files Tab 

This tab shows the list of files applicable to the template. It also lists the enforcements in use 

for each file as set in the template. 
 

 

Version History Tab 

The Validation Templates are living documents and every now and then a change is made to 

either enhance the validation or fix an issue with the current validation. These changes are 

captured in the Version History tab. 
 



 

 

 

 

 

 

 

 

CIP Management 

The following items can be configured under the CIP Profile: 

1. Licenses 

2. CRB Profiles 

3. Notification Settings 

4. Other Settings 

 

 

Access CIP Profile 

 

 

To open the CIP Profile, double click on the entry in the grid. 
 

 

Details Tab 

This lists the CIP details as defined by CIS Kenya. This page is read only 



 

License Tab 

Under this tab you can view and add application licenses. Licenses would be added in the 

case where the current license has expired or has been revoked. 

There are three license status applicable: 

Active: The license is currently being used and is recognized as valid 

Expired: An expired license means that it is past it’s expiration date. 

Revoked: License has actively been revoked by CIS Kenya due to various reasons. 

If a license is expired or revoked, a new license can be requested from CIS Kenya 

 

License View 
 

 

To Add a License, click on the Add License button and enter the email address that the 

license was sent to and enter the license key that was received. Click the Submit button to 

apply the license 
 

 

If a license is successfully applied, any existing license is revoked immediately and is no 

longer valid and cannot be used. 



CRB Profiles 

This tab allows a CIP to manage CRB Submission details. Each CRB provides a CIP with a 

URL to submit the data to, a Public Key and a Private Key used to identify the CIP. 
 

 

Add a CRB Profile 

To Add a CRB profile, click on the Add button and fill in the details as received from the 

CRB. 

Note: There is a dummy CRB Service called “CISK Mock CRB Service”. This is for test 

purposes, and it’s used to test a CIP’s submission mechanism in the chance that submission to 

CRBs is failing. 
 

 

Edit CRB Profile 

To edit a CRB profile, double click on its entry on the grid. 

Note: On edit, you will not be able to see the full values of the public or private keys as this 

are stored as encrypted and cannot be retrieved again in full plain text. 
 

 

Notification Settings 

This tab allows you to enter email addresses that will be notified whenever there is: 

1. A data file upload 

2. Submission of Files to a CRB 

3. End of Day Report 



Enter the email addresses as a comma separated entries and click on Submit 
 



Credit Bureaus 

The Credit Bureaus view allows one to see the list of CRBs configured in the system. This 

view is read only for the CIP. 
 

 
 

 

Regulators 

The Regulator View allows one to see the list of regulators configured in the system. This 

view is read only for the CIP. 
 

 
 

 

 

 

General Settings 

The general settings View allows a CIP administrator to manage a few aspects of the 

application. On here, one can: 

1. View system connectivity 

a. If connectivity is established, the slider is green. Else grey. 

2. View system memory allocation and usage 

3. Restart services 

4. Shutdown the application 



 

Restarting of any service or shutting down the application comes with a detailed warning and 

the CIP administrator should only proceed when they are sure they’ve met the conditions in 

the warning. 

E.g. Shutting down the application will require physical or remote access to the power 

settings. If a CIP administrator does not have that access or does not have someone who can 

boot up the server, then the application will no longer be accessible until it is powered up 

again. 

 

 

 

 

Request Log 

The request log view allows a user to see all the requests made by the system and thier status 

(failed or successful). This allows one to confirm that that application either has an issue or a 

remote service has an issue or is working as expected. 
 

 
 

 

 

 

About 

In the About view a user can see all the application updates and as a CIP Admin, one is able 

to perform an application update. 



To update the application, click on the Check for Updates button. If an update is available, 

the No Updates Available tuns into Update Available and becomes active. Clicking on it at 

that point will trigger the application to download and install the available update 

 

 

 

 

Application Logs 

This view is used to submit application logs to CIS Kenya for remote troubleshooting. This 

will come in handy when there is a problem with the system that is not resolvable by the 

CIP’s team, and they need CIS Kenya application support team to assist. 

 

 

Submit Logs 

To submit logs, simply click on the Upload Logs button. A pop up will come up asking if 

you are sure you want to submit, click on ok. The logs are uploaded as a background job so 

give it a few seconds before clicking on the refresh button on the right. 
 

 

If the upload is successful, an entry will be logged on this view. If the upload was not 

successful, an entry will not be created. However, one can navigate to the Request Log view 

to see the status of the request and the reason why the request was not successful. 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



VALIDATA DEPLOYMENT GUIDE 

ValiData is distributed in two formats; As an .exe to be deployed on a Windows desktop 

environment and as a virtualized appliance that can be deployed either at desktop or server 

level. 

Resource Requirements 

Minimum Specifications 

Server Edition 

• Storage: 2.5 GB 

• RAM: 4 GB 

• CPU: 1 * 1.33 GHz 

• Network Card: 100 Mbps 

 

 

Desktop Edition 

• Storage: 500 MB 

• RAM: 2GB 

• CPU: 1 * 1 GHz 

 

 
Note: The stated storage requirement is for installation only. You will require as much storage as the files you 

need to upload. As a guideline, one can start with a 20 GB allocation for Server Edition and at least 2 GB for 

desktop installs. 

 

 

Internet Access 

Both Desktop and Server editions need access to the internet. Internet access is required 

when: 

1. Starting and completing the initial system setup 

2. Submitting files to the CRB 

3. Submitting validation statistics to CIS Kenya 

4. Renewing ValiData License 

 

 

Bandwidth Requirements 

Internet bandwidth requirements will be dictated by the size of files being validated and the 

frequency of submission to the CRBs. 

ValiData has however been tested and works from a tethered 3G mobile internet connection 

of 2 Mbps with the setup taking less than a minute to complete and file uploads (~1mb files) 

to test servers also taking less than a minute to complete the upload. 

A general guideline is that an institution with large files would need to ensure a fast and 

stable internet connection to the Credit Bureaus for best performance and experience. 



Internet Whitelisting 

The following URLs and ports are required to run out of the box versions of ValiData. 

• https://ValiData.ciskenya.co.ke – The CISK ValiData Portal running on port 443 

• https://ValiData-api.ciskenya.co.ke:8191 – For uploading error logs 

• https://example.org – For testing general internet access 

• https://google.com - For testing general internet access 

• The CRB URLs and Ports – To facilitate upload of data to CRBs 

 

 

Port Whitelisting 

The following ports need to be accessible: 

Desktop Version (.exe):  

- 19001: To allow access to the backend validation engine 

 

 

Desktop Virtual Edition: 

- 19001: To allow access to the application via a browser 

 

 

Server Edition: 

- 443: To allow access to the application via a browser 

 

 

ValiData Updates 

Application Updates 

ValiData automatically checks for new application releases. Whenever an update is available, 

a pop up is presented to the user notifying them of an available update. Given the necessity to 

keep and institutions in sync with the latest regulation, a user will not be able to proceed with 

file uploads if there is a new update available. 

To manually check for available updates, navigate to the “About” page on the Main Menu 

and click on “Check for Updates”. If an update is available, the “Update Application” button 

becomes active. 



 

Installed updates will appear on the grid showing the version, release date and a brief 

description of the release under the release notes. 

 

 

Server Updates 

Server updates will be reviewed once a year and applied as necessary. Security patches will 

be reviewed and applied (where necessary) every 6 months. 

Maintenance windows for the scheduled annual or bi-annual upgrades will be announced 

with a minimum of 1 month notice. 

Emergency security patches will be scheduled as the incidents emerge. 

 

 



ValiData Server 

ValiData server comes packaged as a .ova file. Ova format is a widely recognized standard 

for packaging virtual machines and is supported by many desktop and server virtualization 

systems not to mention cloud solutions like Amazon EC2 

The import process for each environment is different and different versions of the same 

solution can have different import processes. So always consult your system’s manual on 

how best to import the appliance. Below we cover two of the more common desktop 

environments. 

 

 

Downloading the Appliance: 

Contact CIS Kenya to get a copy of the appliance and obtain a setup token. 

 

 

Importing to Virtual Box (7.0) 

1. In Virtual Box, select File > Import Appliance 

2. In the dialog box presented, select the source as “Local File System” and browse for 

the ValiData.ova file that you want to import. Select it and click on open. Then click 

Next. 

3. Customize the Appliance Settings screen to make sure your appliance has the 

necessary resources to operate 

4. Click Finish/Import to complete the import process 

Source: Oracle.com 

 

Importing to VMWare Workstation (Pro) 

1. Select File > Open. 

2. Browse to the ValiData.ova file and click Open. 

3. Type a name for the virtual machine, type or browse to the directory for the virtual 

machine files and click Import. 

4. Workstation Pro performs OVF specification conformance and virtual hardware 

compliance checks. A status bar indicates the progress of the import process. 

5. If the Choose Encryption Type option appears, choose an encryption option, enter a 

password, and then click Continue. 

6. If the import fails, click Retry to try again, or click Cancel to cancel the import. 

7. If you retry the import, Workstation Pro relaxes the OVF specification conformance 

and virtual hardware compliance checks, and you might not be able to use the virtual 

machine in Workstation Pro. 

Source: VMWare.com 

https://docs.oracle.com/en/virtualization/virtualbox/6.0/user/ovf.html
https://docs.vmware.com/en/VMware-Workstation-Pro/17/com.vmware.ws.using.doc/GUID-DDCBE9C0-0EC9-4D09-8042-18436DA62F7A.html


Desktop Access 

For standalone computer, laptop, or VirtualBox deployments, the system can be accessed 

via https://localhost:19001 using the default NAT mode, where the VM shares the 

host’s IP and is only accessible from that machine. Alternatively, you can configure a 

Bridge Adapter, which assigns the VM its own IP address on the network, allowing access 

from other devices using https://<VM-IP>:19001 (e.g., https://192.168.1.50:19001). 

For ValiData Server desktop deployments, the appliance is by default assigned a NAT-

based network, enabling access via https://localhost:19001/ once the import is 

complete and the server is powered on. The server edition ships with a self-signed SSL 

certificate, so users will need to accept the browser prompt, and institutions that wish to use 

their own SSL certificate will require technical support from CISK. 


